
RFC 2350 PRASMUL-CSIRT  

  

1. Document Infomation  

This document contains a description of PRASMUL-CSIRT based on RFC 2350, which 

provides basic information about PRASMUL-CSIRT explaining responsibilities, services 

provided, and how to contact PRASMUL-CSIRT.  

  

1.1. Last Update Date  

The document is version 1.0 published on July 28, 2023.  

  

1.2. Distribution List for Notification  

There is no distribution list for notifications regarding document updates.   

  

1.3. Location where this Document can be found  

This document is available at https://csirt.prasetiyamulya.ac.id  

  

1.4. Document Authenticity  

Kedua dokumen telah ditanda tangani dengan PGP Key milik PRASMUL-CSIRT. 

Untuk lebih jelas dapat dilihat pada Subbab 2.8.  

  

1.5  Document Identification  

The document has the following attributes:  

 Title      : RFC 2350 PRASMUL-CSIRT;  

 Version    : 1.0;  

 Publication Date  : March 26, 2024;  

 Expiration    : Valid until the latest document is published.  

  

2. Data/Contact Information  

2.1. Team Name  

Prasetiya Mulya-CSIRT  

Abbreviated : PRASMUL-CSIRT.  

  

2.2. Address  

I.1, Kavling Edutown Jl. BSD Raya Utama, BSD City, Kec. Pagedangan, Kabupaten 

Tangerang, Banten 15339  

   

2.3. Time Zone  

Tangerang Selatan (GMT+07:00)  

  

2.4. Telephone Number  

(021) 30450500  

https://csirt.prasetiyamulya.ac.id/
https://csirt.prasetiyamulya.ac.id/
https://www.google.com/search?q=prasmul+bsd&rlz=1C5CHFA_enID1042ID1043&ei=UCPDZJ3hOoya4-EPwLmj-A4&ved=0ahUKEwidyYiNqbCAAxUMzTgGHcDcCO8Q4dUDCA8&uact=5&oq=prasmul+bsd&gs_lp=Egxnd3Mtd2l6LXNlcnAiC3ByYXNtdWwgYnNkMgsQLhiABBjHARivATIFEAAYgAQyBRAAGIAEMgYQABgWGB4yBhAAGBYYHjIGEAAYFhgeMgYQABgWGB4yBhAAGBYYHjIGEAAYFhgeMgYQABgWGB4yGhAuGIAEGMcBGK8BGJcFGNwEGN4EGOAE2AEDSJcHUNoBWOwFcAF4AZABAJgBSqABkwKqAQE0uAEDyAEA-AEBwgIKEAAYRxjWBBiwA8ICChAAGIoFGLADGEPCAg4QABjkAhjWBBiwA9gBAcICEBAuGIoFGMgDGLADGEPYAQLCAhYQLhiKBRjHARivARjIAxiwAxhD2AECwgILEC4YrwEYxwEYgATCAgcQABiKBRhDwgIaEC4YrwEYxwEYgAQYlwUY3AQY3gQY4ATYAQPiAwQYACBBiAYBkAYTugYGCAEQARgJugYGCAIQARgIugYGCAMQARgU&sclient=gws-wiz-serp
https://www.google.com/search?q=prasmul+bsd&rlz=1C5CHFA_enID1042ID1043&ei=UCPDZJ3hOoya4-EPwLmj-A4&ved=0ahUKEwidyYiNqbCAAxUMzTgGHcDcCO8Q4dUDCA8&uact=5&oq=prasmul+bsd&gs_lp=Egxnd3Mtd2l6LXNlcnAiC3ByYXNtdWwgYnNkMgsQLhiABBjHARivATIFEAAYgAQyBRAAGIAEMgYQABgWGB4yBhAAGBYYHjIGEAAYFhgeMgYQABgWGB4yBhAAGBYYHjIGEAAYFhgeMgYQABgWGB4yGhAuGIAEGMcBGK8BGJcFGNwEGN4EGOAE2AEDSJcHUNoBWOwFcAF4AZABAJgBSqABkwKqAQE0uAEDyAEA-AEBwgIKEAAYRxjWBBiwA8ICChAAGIoFGLADGEPCAg4QABjkAhjWBBiwA9gBAcICEBAuGIoFGMgDGLADGEPYAQLCAhYQLhiKBRjHARivARjIAxiwAxhD2AECwgILEC4YrwEYxwEYgATCAgcQABiKBRhDwgIaEC4YrwEYxwEYgAQYlwUY3AQY3gQY4ATYAQPiAwQYACBBiAYBkAYTugYGCAEQARgJugYGCAIQARgIugYGCAMQARgU&sclient=gws-wiz-serp


  

  

2.5. Other Telecommunications  

• Khelik (0812-2200-3991)  

• Febri (0838-1368-9474)  

  

2.6. Email Address  

csirt[at]prasetiyamulya[dot]ac[dot]id  

  

2.7. Public Key and Other Encryption Information/Data  

  

-----BEGIN PGP PUBLIC KEY BLOCK-----  
xsBNBGV2wZABCADWFpJH00MU/fb/8+dXJFvXLQTUEktac1Fy5WCaI908MSWVNHxC 

zlQq1eh3PgueWhGFW1DDkKnRPQJx8v1/SqObXzOyhduC9aizzaOBFBiE0Ojllb4v 

qWwD8a23f0rykP9uR3+fYUPGMSluFDvFkrPgSzLVrxpWiLAM1FU5U5jOxeWeqU7C 

LUbkOQfMHTuM2aTac8a0MzsK2JUGJK6xFSqhDAMjlKNWEKEUXsxmjB7+hhqdtBF7 

hGqU5svH9dzUJYVyghIAC2bNr08JvNAUx1EgbJ6ELGwfGiJdiB+dFVvj7TdVsRMA 

a3vv5J0jV/hoeMArkrwrgDkbo7MGaavQVshTABEBAAHNKlByYXNtdWwtQ1NJUlQg 

PGNzaXJ0QHByYXNldGl5YW11bHlhLmFjLmlkPsLAbQQTAQoAFwUCZXbBkAIbLwML 

CQcDFQoIAh4BAheAAAoJEIXWdD+ono8D31cIAIPrZiydX/wd9DToKTsNvo8ljqM4 

aSJ2yHby6tUuEyxScNksQGCIneaK9ihLbGdDPLOF4tLd/9LphtUdt43VH2csOEYi 

JdoGnXcaknkiht4RU4PvS3qf53zJaO6JFD0427JvKn0ClyuZdw5yOyC6b+xOuZk/ 

rWamXVmHfS0VjT41s7zjINk+LJxOm9DrPsZiiwFhCKxdtjCnOmV2zX9crgiHRcfh 

WFpbUOMKyi1hCcN2YrsggsK3379VU7YZ0wBnHL0uT/8TRg9NCaDN+aW+S/VWt8eo 

rV/lSuWPkH0Jho31dTsk9ZrAX4gdIGjbOM0xEKH/4eRIqFwcuxsaTAf5B+rOwE0E 

ZXbBkAEIANmw4g/Whh4bWFA17tTz2cO32VI25Y+XoKYAe2L4zHdqays3JGgVap/u 

qMlCXaeC8OE9QAi+0ll9ueMJj8Mk15Ep2E58db9rx4reSfDMpAC+bxOlK4MOQ/G2 

pZgmkTL6IVE2fhls5Gy7rOBXqMUH/dp9G3K/aj3G3bxzWlSFFwhI2wWsUG+pt0g4 

WtesPUKExtf5eG7otstoZmV3j9rdDtBZZNLrvvVb8HjkaC51jphGQq5tD2IgSI1f 

erWrH9wgMYLMyEWevMZkZaHLjm/gRxGE5nEmW2gGjdPnWosLke/cSNTCuCAaWDA+ 

8Qz1EK9Ep83QH3mktgwp5v+XwhY9dxMAEQEAAcLBhAQYAQoADwUCZXbBkAUJDwmc 

AAIbLgEpCRCF1nQ/qJ6PA8BdIAQZAQoABgUCZXbBkAAKCRB4UIRg8LYzuFd6B/wO 

w+kuEWnEdBkCx1MJsk1dtBH9vFY4djAB1bLrez9U3KVQSv5fhoqnXnerfa1EoFj0 

8DhBxPk1mzbNF401zqlQvpIAE0sw4CDYrxOGa4Ix7fWABG3KNrbyQnWvQ3XB1osF  
YJqgBfK7Y6qW0RCgY0uAFfE6AJKpmgKAM1lCToIGZPlL+BKepBKyrFDoc18qBOUw 

WqRD5hJEb96h9fFtD/lHcf19xobmJBK9VKsRb7vS+PFgeEVo4rXco0s6TgCqwDTM 

ySmW0oWZdWF+XuOK6dNGGsRVkICiGieSbAsJn966pSM3K8/TRu4FRDmPAClIOQrF 

adANxlaHrktzCNneNwBkqR8IAJao8bVdIEamP0QzHTJdZm0k4l6X8MiQc7dPMf0X 

pIQ6zrBDGsxR/4u30BvCnm8ywxTlNDoFw63NhcQ63cQJZnpB0trm2h/6FagViiuN 

xMVBjcOS5My9YQei/JLrSgLzmzEmttq6dLmi5dD7fmojN8gd2EQoho/dQS/riaW1 

VBYn6ixghyRufdvJ6i3QMjCP/RkxO5XBSbDvymGTw2UjUlU7x0umwPMEjblicT8Z  
8AY0Enb2Un/vMgZYz4SaJuNNo7na7NjyJOfkOiSAxqUO/bWqQ4TZ7NcQ2+Q6dArB  
+4DnMKZezKLQbsSbK0l27OxA/roTD44h+d/4ALIkLE2/aH7OwE0EZXbBkAEIAOuI  
CNyk46V+JRndIS34JwNn+PfpcvdAoM4ofgqtj8TXu0dqEqlG3R+wwFb/w9wfk4tG  
2LZBPN0kqksh6ao/AoPGUtdM/F5sCO4pKRwnGwqlMPyJSEhRAeQk6dbAoWG8+avt  
A41wOMslwDePiuD3jixcZY05if4xCnFeoc40Ez/5wj8zxibd0BD7D+4tkggiGWbo  
LYxahUsWO8dlWkrRAcLR31HLcTWDKPnoIcp3oRhpsrfjIuQVzO7oU7rkyNb1bn1p  
C8nnKAzKFDNggHu8GytiB8608+BX80zLu6WCgUtUTV3AcZcEX9wctg45S2N3CZaH  
XTlT/Ya6TizMGVAvgecAEQEAAcLBhAQYAQoADwUCZXbBkAUJDwmcAAIbLgEpCRCF  
1nQ/qJ6PA8BdIAQZAQoABgUCZXbBkAAKCRCtWTvw7UWNOjMdB/4kv37BYLb87cPM  
XW9zfblFMwSz1NcNKRw1Av0cCTxEBgtSA7s817QJIpzEj5xfzInXtghP5zQWCEWw  



Ub+FTvxcIEKFiJUTvoU6gXsTZGHVzl4CyeVQe0sxuaYQBPbP+r5DtavEwSGB0B5H 

nHtN+R9vK0loZxoL/dtbwVzIss9e9q1naDyZPss8CpII0lHObKznpwAFbwuyiI4T 

dqFs3aBXL0KPZHRhVjX3pHbN1eGjeald31VVbq3w1xB4Z5lq2zJdz9p5pxiCaFat 

V9UkWqXXoRzEBpamoJshMk8/POXqxMBQ4SSZMkJSy2NB4JpAWf65t720GhzzWTvM 

nAk/UhoPXnAH/3fKYeChWpzxSARIZ18dD9mjkxWz9YeyKgFnoKRFZX6laxN4i95b 

sVWjx5KuNWOQHp5MPJJQPthKPB8B4K/Ev3983VbnIjIFvByPi0kg3YN12mKSUpxW 

bYhK1WHwlZskISCQvpwJhUe62Cv1IZ5kWFhOXQhVHLXd/Nj9i0lV/5GI5HE6SqV+ 

PGJBdUpBVAPpyngfyjgzKfKrTGbSltJE4skk5wdoCsON6nynxEQt7q+ezTwVqXje  
/QcpTJftlqcUzZ4CKto9mb4LIeSLzteA7YThFrKF+h8PivJzILi3eYOnSBKmtsIw  
5QldchNBZZtO77+AzOezYJctVf++XQIcE2w=  
=z0/F-----END PGP PUBLIC KEY BLOCK-----  

  

The PGP key file is available at: https://csirt.prasetiyamulya.ac.id  

  

2.8. Team Member  

The Chairman of Prasmul-CSIRT is Irawan Ekasurya. The team members are as 

follows::  

  

Chairman  : Irawan  Members  :  

• Khelik   

• Febri   

• Ozan   

• Raihan   

  

2.9. Notes on PRASMUL-CSIRT Contact  

The recommended method to contact PRASMUL-CSIRT is via email at 

csirt[at]prasetiyamulya[dot]ac[dot]id or via telephone number (021) 30450500 ext.  

2220 on weekdays from 08.00 – 17.00 WIB.  

  

3. About PRASMUL-CSIRT  

3.1. Vision  

  The vision of PRASMUL-CSIRT is to achieve robust and professional cyber resilience in 

the general education sector and specifically within the Prasetiya Mulya University 

environment.  

3.2. Mission  

The mission of PRASMUL-CSIRT is:  

a. To coordinate and collaborate on cyber security services in education, 

especially within the Prasetiya Mulya University environment.  

b. To comprehensively identify security vulnerabilities.  

c. To enhance the quality of ICT Education, Culture, Research, and Technology 

services from cyber threats within the Prasetiya Mulya University 

environment.  

  

  

https://csirt.prasetiyamulya.ac.id/
https://csirt.prasetiyamulya.ac.id/


3.3. Constituents  

PRASMUL-CSIRT constituents include all units of work and academic community of 

Prasetiya Mulya University.  

3.4. Sponsorship and/or Affiliation  

PRASMUL-CSIRT funding comes from the internal budget of Prasetiya Mulya 

University.  

  

4. Authority  

4.1. Types of Incidents and Support Levels  

PRASMUL-CSIRT serves cyber incident handling with the following types:  

a. Web Defacement;  

b. DDoS;   

c. Malware;   

d. Phishing;  

e. Account Hijacking;  

f. Unauthorized Access;   

g. Spam  

  

The support provided by PRASMUL-CSIRT to constituents may vary depending on 

the type and impact of the incident.  

  

4.2. Collaboration, Interaction, and Information/Data Disclosure  

PRASMUL-CSIRT will cooperate and share information with CSIRTs from  

Universities and/or other Institutions within the scope of cyber security. All information 

received by PRASMUL-CSIRT will be kept confidential.  

  

4.3. Communication and Authentication  

Communication and Authentication for regular communication PRASMUL-CSIRT can 

use email addresses without data encryption (conventional email) and telephone. 

Communication related to incident reporting and exchange of other incident threat 

information can use provided communication channels (email, WhatsApp, call center) 

that are encrypted or password protected.  

  

  

  

  

  

  



5. Services  

5.1. Main Services  

The main services of PRASMUL-CSIRT are :  

5.1.1. Incident Report Warning Service   

This service is provided by PRASMUL-CSIRT in the form of warning of cyber 

incidents on electronic systems and statistical information within the Prasetiya 

Mulya University environment.  

5.1.2. Incident Handling and Recovery Service  

This service is provided by PRASMUL-CSIRT in the form of coordination, 

analysis, and technical recommendations for incident handling and recovery 

in cyber incidents.  

  

5.2. Additional Services   

Additional services of PRASMUL-CSIRT are :  

5.2.1. Notification of New Threat Observation Results   

This service is provided by PRASMUL-CSIRT in the form of results from early 

detection systems and security monitoring. PRASMUL-CSIRT provides 

statistical information related to this service.  

5.2.2. Security Assessment Service   

This service is provided by PRASMUL-CSIRT in the form of vulnerability 

identification and risk assessment for identified vulnerabilities. 

PRASMULCSIRT provides statistical information related to this service.  

  

5.2.3. Security Audit Service  

This service is provided by PRASMUL-CSIRT in the form of information 

security assessment. PRASMUL-CSIRT provides statistical information 

related to this service  

  

6. Incident Reporting  

Reports of cyber security incidents can be sent to csirt[at]prasetiyamulya[dot]ac[dot]id by 

attaching at least:   

a. Photo/scan of identity card   

b. Evidence of incidents such as photos or screenshots or found log files  

  

7. Disclaimer  

-  


